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1

Introduction

Telehealth is the remote provision of healthcare services to patients using a broad
range of telecommunication devices and modes of communication such as videos,
chats, smartphones, mobile wireless equipment, computers, or tablets (Dorsey & Topol,
2016, pg. 154). Whereas telemedicine refers to remote clinical services, telehealth is
a broader umbrella that includes both clinical and nonclinical health services. Since
the 1990s, telehealth technologies have been slowly making inroads in health care
organizations across the U.S. to improve access to primary and specialty care,
especially in rural areas or in areas of the country where healthcare providers were
scarce. In addition, telehealth technologies have been used to remotely monitor
patients with chronic diseases in the home care setting (Lustig, 2012). As such,
telehealth technology adoption has the potential to expand access to health services in
a wide variety of settings. These care environments include inpatient, ambulatory,
skilled nursing facilities, and patients' homes wherever there is internet availability
(Dorsey & Topol, 2016).
Early adopters of telehealth services were patients in the military, those living in
rural parts of the country in underserved areas, and prison inmates. (Dorsey, 2016).
Though coming from different living environments, early adoption of telehealth in
these patient populations underscores a common need to reach primary and specialty
care providers using technology. For instance, the U.S. military has worldwide
operations where telemedicine has provided appropriate and timely consultations for
deployed service members. This capability enabled the military to potentially avoid
unnecessary medical evacuations or even prioritized and facilitated timely evacuations
that otherwise may have been delayed. The United States Army Medical Department
(AMEDD) telemedicine program started in 1992 using satellite transceiver dishes,
laptop computers, and digital cameras during Operation Restore Hope in Somalia
(Rand, Lappan, et al., 2009). Improvements in internet access speed and email
expansion allowed for the fast submission of digital images and clinical documentation.
These technological advancements eventually led to the 2004 establishment of a
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centralized telemedicine program through the Army Knowledge Online (AKO)
electronic email portal.
As proof of concept and execution of military use,
teledermatology has become one of the most popular specialties thanks to the
convenient manner of sending digital images (Hwang, Lappan, et al., 2014, pg. 13471353).
Other widely used teleconsult specialties in the military include cardiology,
neurology, physical medicine, and rehabilitation/traumatic brain injury (TBI). Today,
military use of telemedicine is not just limited to global deployment locations; they also
include stateside Veterans Affairs Medical Centers (VAMC), which also serve large
rural patient populations (Yurkiewicz, Lappan, et al., 2012).
Providing health care in rural areas has a set of similar access and availability
challenges for both patients and care providers. For example, patients could live hours
by car away from the nearest physician. Alternatively, primary care physicians seeking
specialty consults may not have available specialists within an easy driving distance
from the patients that need to be referred. To solve this geographic barrier, Sanford
Health, one of the largest rural healthcare delivery systems in the Dakotas, implemented
telemedicine across its provider network to improve access. With a patient population
of about 2 million, dispersed across 300,000 square miles, telemedicine enabled the
Sandford health system to connect primary care physicians and their patients with
specialists who could help advance the care through consultations (Suttle, 2017).
Elsewhere in rural America, Intermountain Healthcare based in Utah, used telemedicine
to improve access by configuring a hub-and-spoke model aptly named Connect Care
Pro to provide 40 telehealth services across a wide range of medical specialties from
primary care to specialized care. Through this virtual network, their one million plus
patients can access specialty care such as neonatology, psychiatry, and intensive care
medicine within a tri-state geography composed of Utah, Idaho, and Nevada (Harrison,
2019).
Prisons have also been able to take advantage of telemedicine to provide specialty
care for inmates by allowing the physicians at the jail to consult in synchronously or
asynchronously with specialists without having to incur costly prisoner transport
expenses. According to a survey on prison health conducted by the CDC in 2011, 30
out of the 45 states that responded said they used telemedicine for at least one type of
specialty or diagnostic service. In the prison patient population, telepsychiatry
consults made up most services at 62.2%, with telecardiology being the second most
popular service at 26.6 percent (Andrews, 2018).
The use of telehealth services as a care delivery model has seen fast mainstream
adoption as a response to the COVID-19 global pandemic. Telehealth has the benefits
of bringing timely remote care to the patient's side, thereby lessening contagion
exposure. The 2019 Health Center Program Data estimated that 43% of health centers
could deliver care remotely. At the height of the pandemic, this utilization
significantly increased to 95% in health centers across the country from April 2020
through June 2020 (Demeke et al., 2021, pg. 240). As COVID-19 vaccination programs
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continue to roll out and more people are fully vaccinated, the volume of care delivery
using telehealth has plateaued and may decline. Through November of 2020, the
CDC estimated that telehealth services using synchronous, asynchronous, and remote
patient monitoring hovered in the low to mid 30% range (Demeke et al. 2021, pg. 241).
Telehealth as a model of care delivery had existed before COVID-19. The pandemic
has served as a successful proof of concept and technology demonstrating that remote
technologies are beneficial tools in improving access to care and enhancing patient
convenience in seeking care. However, telehealth's rapid adoption also brought
forward barriers to care. While there may be equality to telehealth services, access to
telehealth services can be inequitable due to the social determinants of health, such as
affordability of reliable internet connectivity and patient digital literacy. These
factors prevent the use of telehealth from reaching vulnerable populations that most
need care (Mulangi, 2019, Blumenthal, 2020).
This research examined the characteristics of general population samples from
publicly available sources to gain an understanding of telehealth participation.
Identifying such factors will inform healthcare organizations and policymakers on how
to improve patient education and outreach programs to better inform patients on digital
literacy. Such efforts are necessary to improve adoption of this technology among
those who most need timely health services.

2

Literature Review

2.1 Telehealth Disparities
The promise of telehealth to transform health services delivery has also highlighted
disparity attributes in patient populations that hinder care delivery's timeliness.
Factors such as race, ethnicity, those with low incomes, being elderly, being disabled,
and/or geopolitics, cultural perspectives on patient-clinician relationships can affect an
individual's willingness to seek care remotely. Furthermore, when care is delivered
remotely, these factors can influence the quality-of-care received(Rotenstein and
Friedman, 2020).
According to the 2016 Physician Practice, Benchmark Surveys by the AMA,
radiology, psychiatry, cardiology, and emergency medicine had the highest percentage
of telehealth adoption as measured by the number of patient encounters conducted using
telehealth devices. The number of specialties using telehealth expanded during
COVID-19 pandemic as a protective measure to minimize the risks of infections for
clinicians and patients while maintaining continuity of care (Wicklund, 2020). For
patients with chronic conditions such as diabetes and hypertension, use cases of remote
patient care also include remote patient monitoring using smart devices that track
patient physiologic data by recording and sending this data to the health care provider.
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In a post-pandemic health care setting, improving technology adoption across the
patient demographics would be facilitated by understanding the interactions between
psychosocial factors and the specific care setting as reflected by each medical specialty.
While not exclusive to any one group, barriers to telehealth care may be
disproportionately significant and vary from one patient demographic group to another.
In addition, some specialties (such as dermatology, pulmonology) may require higher
grade equipment beyond what is standard and sufficient for a physical exam.
Conditions specific to specialty practice add a layer of complexity to an already
disparate system where equal access to telehealth services does not guarantee the equity
of access.
For instance, according to Health Affairs, greater than one in three U.S. households
headed by a person aged 65 or older do not have a computer (desktop or laptop). Over
half of these households do not have a smartphone device. Moreover, one in five
Americans aged 50 or older suffers from social isolation. Though they may be more
computer literate than their older generations, children from low-income households
and minority groups (also low income) are much less likely to have a computer at home.
By comparison, more than 30 percent of Hispanic or black children do not have a home
computer, in contrast to 14 percent of white children (Velasquez and Mehrotra, 2020).
Access to a computer notwithstanding, it is estimated that 52 million Americans do
not know how to use a computer properly. A low level of digital literacy is
predominant in older, less educated people and those who are black or of Hispanic
descent. It has been reported that older and black patients are much less likely to use
their patient portals for their health care inquiries (Velasquez and Mehrotra, 2020).
Without a fundamental understanding of navigating between various apps and site
portals, patients can easily be discouraged and consequently disengage from chronic
disease management programs such as remote patient monitoring. They are less likely
to remain long-term, even if there was initial social support to help them initiate the
care. Moreover, most patient portals require online registrations to gain access and
will inactivate accounts after a period of inactivity, further compounding the lack of
continued access.
Lack of reliable broadband access either due to financial affordability or living in
rural areas also hampers the quality and frequency of telehealth services in general. It
is estimated that in the first quarter of 2021, thanks to governmental responses to
COVID-19, 3 in 4 Americans (77%) have access to low-priced broadband plans. This
is an improvement over the same prior period in 2020, where only about 50% of
Americans had such access (Tyler and Tanberk, 2021). However, this urban-rural
broadband divide is significant in actual numbers, with over 18 million Americans with
no or little access to fast internet speed.
Provider-patient trust and the quality of face-to-face encounters, be it in person or
virtual through a computer screen, has always been a core value of clinical care.
Especially for those patients with complex and multiple conditions, appropriate triaging
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patients for virtual care and or remote monitoring, when successfully done, exemplifies
the best proof of concept and technology for telehealth. In this context, for health care
providers working in a variety of care settings, be it a vertically integrated delivery
system, a standalone multispecialty medical group, health plan, or hospital; it is
important to identify and prioritize patients who are appropriate for telehealth services.
Health care providers rely on experience to determine, on a case-by-case basis, those
patients who are least likely/more likely to use telehealth services. However, at the
organizational level, there is little to no systematic process to identify these patients
early on during the care process. Social advocacy and patient education can be offered
timely. It has long been established that quality health care outcomes depend upon
patients' adherence to disease treatment plans, and in turn, the probability of such
compliance is highly correlated to social determinants of health (Martin et al., 2005,
pg. 189-199). There has been a growing emphasis on population health best practices
and value-based accountability within the past decade. Provider reimbursement
increasingly depends on clinical outcomes and patients' general health rather than being
solely disease focused (Mullangi et al., 2019). Pattern recognition allows clinicians
to use information based on social determinants of health information such as race, age,
income, and broadband disparities to create strategies that will increase patient
compliance and patient engagement that ultimately result in better health outcomes.
2.2 Telehealth Business and Economic Considerations
The health sector consistently consumes a significant portion of national
expenditure. Telehealth is a technology-intensive investment that requires benefits
realizations beyond provider, patient convenience, and access expansions. Is there an
economic appetite for investment in telehealth hardware, software, and consumer
education? A medical provider or insurance company may not want to invest in
telehealth if there is no growth potential. Thus far, the growth potential for telehealth is
in nonprofessional utilization. In 2012, the World Health Organization (WHO)
measured over ten billion hours in nonprofessional health care assistance annually in
the United States. A great deal of care only requires people of expertise to be available
and not necessarily active. Technology can assist in patients' monitoring and advisory
requirements (Shaw et al., 2020). Enabling patients to perform tasks that would
otherwise require a professional allows the medical staff to service patients more
efficiently.
Prior to the COVID-19 pandemic, demand for health services has been growing due
to life longevity and aging population. In addition, The Affordable Healthcare Act
explicitly has expanded access to healthcare services, especially for underserved
populations. Telehealth provides a means for existing infrastructure to meet this
demand. Properly used, it can reduce costs as well as improve outcomes. Deploying
technology requires additional specialists, but these do not need to be medical. The use
of an expanded interdisciplinary staff increases the available talent to provide health
services (Kvedar et al., 2014). Increasingly, these tools can be, and are, in the patient's
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hands. Patients, as well as nonprofessional caregivers, need to be adequately trained in
tool use. Equipment must also be paid for. These issues inhibit telehealth adoption
(Dorsey and Topor, 2016). It should be noted that insurance companies have been
providing increasing compensation for telehealth use. The willingness of insurance to
support telehealth adoption is an essential factor in improving access.
The 2020 COVID-19 pandemic has forced the issue of remote health care use and
support. The payment paradigm has necessarily shifted. Insurance has been much more
telehealth-friendly, but this has been partially dependent on reduced legal restrictions
in the face of a national emergency. The government's emergency measures to limit the
pandemic are temporary. Post pandemic, insurance policies will again need to navigate
the complexities of multiple state laws (Shachar et al., 2020). Because of this, future
insurance billing and reimbursement will be dependent on changes to the law to be
more accommodating. COVID-19 has provided the impetus to adopt more remote tools.
2.3 Applications of Data Science in Health Care
Pattern recognition using structured and unstructured data is a capability within Data
Science that can help bridge the gap between solely treating the disease and taking an
overall view of a patient's health status. Using big data and analytics based on Machine
Learning, clinicians can identify clusters of patients with holistic lists of traits that put
them at elevated or low risk of a disease condition. Once identified, clinicians can
better understand what will likely happen to these individuals and provide successful,
timely interventions and advocacy.
One such example of an application of data
science in health care is the use of Natural Language Processing (NLP) to analyze notes
and written reports within electronic health records. Such data mining technique aims
to assist providers in identifying certain patient phenotypes that put patients at risk for
heart disease, hypertension, diabetes, or cancer.
Machine Learning algorithms are another data science tool that can be applied to
glean predictive information from patient data. Identification of patients whose social
determinants of health put them at a disadvantage for access to telehealth services are
useful. At the individual patient level, such knowledge will facilitate treatment
planning with practical considerations that best conform to the patient's ability to
engage and follow the course of treatment. At the population health level, such
information can help guide and formulate policies to improve equity and access.
Examples of current research on Machine Learning models in health care includes
predicting inpatient and emergency department utilizations using only social
determinants of health (Chen, Bergman et al., 2020); Similarly, researchers at the
George Washington University Milken Institute School of Public Health have been
working to develop machine learning techniques to identify racial disparities related to
common medical conditions and surgical procedures; A specific instance is ongoing
research at UCSF on care disparities among chronic kidney disease patients (Kent,
2019).
Access disparities often come to light in any model of health service delivery
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and telehealth is not an exception. Given its fast adoption during the COVID-19
pandemic and potential staying power as a mainstream care delivery model postpandemic, knowledge of factors associated with patient participation in telehealth will
be useful for developing patient education programs guiding social policy formulation.
The Household Pulse Survey was deployed by the CDC in collaboration with the
National Center for Health Statistics (NCHS) in April 2020 to collect data on the
experiences of households during the COVID-19-19 pandemic. In April 2021,
questions regarding the use of telehealth were added to the survey in phase 3.1 of
implementation. Data is released every two weeks as part of the Public Use Files
(PUF). The data sets also contain patient social determinants of care such as age,
gender, ethnicity, marital status, and educational level. Using the 3.1 and 3.2 releases
for weeks 33-35 that cover a period from June 23, 2021, through August 16, 2021, this
research compared two machine-learning classifier algorithms based on social
determinants of care to predict telehealth utilization in adults ages 18 and older.

3

Methods

3.1 Data Preparation
Three data sets from PUF releases 3.1 and 3.2 were randomly selected for training
and testing our models. To these datasets, five additional features were subsequently
included using publicly available sources. First, how the state voted in the 2020
Presidential election was added and assigned categorical values for Republican and for
Democrat. Voting results by political party for the states were based on the 2020
Election Electoral College Map from politico.com. Secondly, two features containing
the percentages of registered Democrats and Republicans per state were added. Data
for political party registrants were sourced based on 2020 Gallup poll information.
Third, from the Census Bureau’s 2010 census survey data, two measures of the relative
distributions of rural and urban by state were added using population percentages
deemed as rural or urban within a state.
PUF data sets for each release period contain a range of 66,232 to 68,800 rows of
data with 239 features. Since this research focused on population characteristics for
telehealth utilization, the dataset was filtered on those who answered "Yes" or "No" for
telehealth services only. In addition, only features related to SDOH such as income,
gender, race, marital status, and education level were selected for analysis. Given the
unprecedented living conditions brough on by the COVID-19 pandemic, factors such
as COVID vaccination, illness with COVID-19, difficulty with household expenses,
and work setting were also included. Once the filter was applied, the datasets used for
model building was reduced to 7,926 – 8,905 rows with 15 features per each data set
period.
3.2 Exploratory Data Analysis (EDA)
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Healthcare utilization can be grouped by SDOH categories such as income,
educational levels, and race. Preliminary data exploration showed that with respect to
telehealth utilization, our data sets were unbalanced with the percentage of respondents
who indicated that they did not use telehealth services far outweighed those who did by
a ratio of 4:1 (Figures 1 & 2). Although, there may be a relatively declining trend for
telehealth use among those in higher income brackets. In addition, the data showed
that there may be patterns of utilization influenced by other SDOH factors among those
who used telehealth services (Figures 3 & 4).
Figure 1. Distribution of survey respondents on telehealth utilization by income level

Figure 2. Distribution of survey respondents on telehealth utilization by education level
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Telehealth utilization inherently requires a foundational understanding of internet
connectivity and smart devices. Utilization by income as a differentiator may have other
contributing factors. However, the pattern of telehealth users by education level may
be indicative of stronger association (Figure 4) that may be explored with machine
learning.
Figure 3.
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Figure 4. Telehealth utilization by education level among survey respondents

Similarly, among those who used telehealth services, there appeared to be racial
preferences or cultural influences that impact how different ethnic groups access
telehealth care (Figure 5).
Figure

5.

Telehealth

utilization
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The response to the COVID-19-19 pandemic was also mired in political dissent
related to wearing facial masks, varying degrees of beliefs about the efficacy of masks
to contain the infection, and how mask-wearing came in conflict with personal
freedoms. Since an advantage of telehealth is its ability to limit infections via
exposure, it was interesting to note that the survey data showed that there may be
potential differences in telehealth utilization by political party affiliation. (Figure 6).
Figure 6. Telehealth utilization by 2020 Presidential Election electoral vote results

3.3 Machine Learning Models
Since the research goal was to examine categories of SDOH and their respective
utility in predicting telehealth utilization, decision tree classifier and random forest
classifier algorithm were chosen to model the data in Python. Our outcome variable
was whether the survey respondent received telehealth services during the survey
period which had binary, “Yes” and “No” values. Fifteen categories of features
related to SDOH were used to as explanatory variables in the models. Train_test_split
ratio of 80:20 was used to divide the datasets into training and testing data.
Hyperparameter tuning and cross validation using GridSearchCV were used to improve
the models’ performance. In addition to cross validation, the algorithms were tested
using three different datasets with survey periods from June 23 -July5, July21-August
2, and August 4 to August 16, 2021. Evaluation metrics included percentage accuracy
and weighted average for precision since our data sets were imbalanced with about 20%
-25% of respondents indicating that they received telehealth services.
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4

Results

Random Forest Classifier with hyperparameter tuning yielded better results than
Decision Tree Classifier with accuracy range from 75.5% to 79.8% across all three data
sets used. This machine learning approach was also able to predict telehealth
utilization with a high degree of differentiation with weighted precision scores from
0.67-0.69 (Table 1).
Table 1. Comparison of Machine Learning Models’ Performance
Data Source

Random Forest Classifier
PUF33
PUF34
PUF35

Decision Tree Classifier
PUF33
PUF34
PUF35

Precision (Weighted Avg)

0.67

0.68

0.69

0.52

0.57

0.65

Accuracy

75.5%

77.2%

79.8%

71.7%

76.0%

76.4%

Feature importance and the relative values of 15 SDOH factors in predicting
telehealth utilization from the best Random Forest Classifier showed that having
expenses difficulty is the highest contributing factor to telehealth utilization. Marital
Status, and residence in a predominantly republican or democrat state also contribute
to telehealth utilization. Whether a person has received COVID-19 vaccination or had
caught COVID-19, living in a rural state, and democrat political affiliation round out
over 80% of relative value. In addition, other more common SDOH such as age (birth
year), income, educational level, gender, and race have relatively smaller influence on
telehealth utilization (Table 4, Figure 5).
Table 2.
Health

Relative Values of Demographics, Geopolitics and Social Determinants of

Feature
Expenses Difficulty

Relative Value
0.270

Marital Status

0.133

Percentage Registered Voters (R)

0.096

Received COVID-19 Vaccine

0.090

Hispanic

0.071

Had COVID-19

0.065

% Rural Population by State

0.055

Percentage Registered Voters (D)

0.055

Educational Level

0.039

Year of Birth

0.028

Work Setting

0.026

Income

0.023

Gender

0.020

Race

0.019

2020 Presidential Election - Electoral Vote

0.011
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Figure 7. Relative Values of Social Determinants of Health in Predicting Telehealth
Utilization: Demographics and Geopolitical factors

5

Discussion

The random forest classifier algorithm yielded consistent accuracy rates ranging
from 75% to 79% in predicting telehealth usage when implemented across three
different data sets. Given that the data sets were unbalanced in the relative proportion
of survey respondents who did or did not use telehealth, precision performance was
important in identifying only relevant factors for classification. In addition, deletion
rather than imputation of missing data features resulted in smaller samplings. Our
results may be improved with additional demographic features of respondents and more
data sets that would increase sample size.
The most predictive factor of telehealth use was the ‘expense difficulty’ feature. The
survey asked respondents to rate in increasing degrees of difficulty from 1-4 if they
have had trouble paying for household expenses, including rent, mortgage, medical
expenses, loans, etc. In addition, marital status as an indicator of telehealth use may
indicate that the availability of caregiver support is important in the receipt of care.
Medical utilities should be accessed without political considerations. However, the
COVID-19 epidemic has been heavily politized. This creates a risk of citizens
disproportionately accessing or failing to access clinical systems. Either may be a
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matter of concern. Medicine utilization should follow practices of best recommendation
as determined by the consensus of medical experts. There is an indication in the data
that suggests that telehealth usage does vary by political affiliations as measured by the
percentage of registered voters affiliated with major political party. The transient nature
of political controversies suggests that any current anomalies are likely to be equally
temporary unless solidified into a more long-term platform ideology. In addition, the
data provided by the CDC does not span an extended time. Therefore, political
affiliation as a predictor may be a transient factor reflective of the current pandemic
than a long-term predictor of telehealth utilization.
Traditional SDOH such as age, income, race, and gender also contributed to
telehealth utilization. These factors have been present in other studies predicting
health utilization and, therefore, validated the random forest algorithm’s results (Chen,
Bergman, et al., 2020). Lastly, the model also showed that the state's percentage of
the rural population was a predictor of telehealth use. This result is consistent with
other research on health services delivery in rural America (Harrison, 2019).
These machine learning models suggest there is value in using publicly sourced
data to study health service utilization patterns. The information gained from such
exploratory studies can be used as a basis for a more in-depth analysis of each social
determinant of health.

6 Ethics
During the COVID-19 pandemic, healthcare providers were able to adopt telehealth
as a model of care quickly. This agility added a new layer of complexity to essential
ethical considerations that typically have accompanied any care model. The need to
ensure that the physician-patient relationship remains focused on patient welfare is of
the utmost importance. To that end, telehealth services need to conform to the
traditional core principles of beneficence and nonmaleficence as adopted by leading
medical societies such as the American Medical Association (AMA), and the American
Psychological Association (APA) (AMA, Keenan, Menon). In addition, the use of
technology that enables clinicians to diagnose patients remotely or remotely monitor
patients’ health status also requires considerations to protect patient privacy and
confidentiality of health data. The proliferation of blue-tooth enabled devices and
mobile health applications in a telehealth practice environment must address privacy
requirements for static and in-transit data being transmitted. While several studies
have identified ethical issues relevant to telehealth practice, there is limited research on
how healthcare institutions have addressed traditional ethical principles that are now
being expanded to include virtual care. Ethical and regulatory compliance are critical
components in any healthcare institution. However, best practices and how providers
have implemented ethical safeguards are future opportunities for research as telehealth
continues to mature as a mainstream care model beyond the COVID-19 pandemic
(Keenan).
Telehealth adoption has also highlighted digital barriers to care that closely relate to
social determinants of health (SDOH). Factors such as socioeconomic status, digital
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literacy, ethnicity, race, and gender are important drivers that determine access to
quality care. Healthcare institutions continue to make significant investments in
building the infrastructure for telehealth services. Consequently, SDOH insights can
be useful to healthcare providers seeking to proactively identify patient needs and
address them in formulating care plans. Furthermore, SDOH can help inform which
additional services and patient education programs are needed to improve digital
literacy or if telehealth is an appropriate care plan for the patients.
While
advantageous, SDOH should only be used as a guide for discussion on how to improve
the health status of individuals. Most importantly, policies and monitoring should be
put in place to prevent the misuse of SDOH data that undermines access or equity of
care (EHIDC, 2019).

7 Security
In its various forms, technology security should be a prime development concern in
any system. The internet of things, IoT, promises exciting new tools and abilities. These
coincide with greater vulnerabilities. Every device or application can be attacked.
Passive attacks enable unprivileged parties to access to sensitive information, whereas
active attacks can disable or damage.
Telehealth systems have been in extended use as a result of the temporary relaxation
of regulations. A significant element of medical law is HIPAA. The return of regulation
means a reduction in usage. To re-expand usage, information security must be
addressed. A medical IoT system may be exploited by passive techniques to access
information. The more patients utilize the system, the greater the risk for security
malfeasance. Each communication device is a possible access point for hackers. The
IoT is also vulnerable from centralized medical facility internet networks. Mobile
telehealth devices can be accessed via several points of entry (Argaw et al., 2019).
An active cyber-attack can disrupt or disable. A patient's reliance on a device is a
vulnerability. Any system, remote or not that sustains life should be designed to be
resistant against malice. Worldwide, there is an increase in cyber-attacks on hospitals.
Medical IoT needs to be developed with the protection of health data in storage and in
transit as a strategic priority and forethought (Argaw et al., 2019)
Successful security measures are a joint accountability effort. A healthcare service
provider’s role includes providing security infrastructures, monitoring, prevention, and
mitigation. In return, patients should adhere to policies and procedures designed for
their internet safety. Both roles and responsibilities are often demonstrated through
mutual communication and digital literacy education; both roles and responsibilities
present a new critical 21st-century aspect to the expanse of provider-patient
relationships based on trust.
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8 Limitations
The limitation of this research was that machine learning models were subject to
biases typical of data collected by surveys. Inherently, there exists a response bias
which may be the cause of our data being unbalanced. In addition, the Household
Pulse Survey was designed to deploy quickly, be administered via the web, and
disseminate data in near real-time. The data collected was used to measure household
experiences during the Coronavirus pandemic and inform federal and state response
and recovery planning. Given that the responses are self-reported, there may not have
been enough time to validate responses or perform quality checks to validate the
responses (Phase 3.2, 2021). These algorithms were not set up to establish
directionality relationships among varying levels within a social determinant of health
and how they impact telehealth use.
Future research would be needed to investigate
and quantify whether there are inverse or proportional relationships.
The Census Bureau has been fielding the Household Pulse Survey as a
demonstration project, with data released as its Experimental Statistical Products
Series. There could be sampling errors as well as non-sampling errors in the data
collected. Non-Sampling errors can also occur and are more likely for surveys that are
implemented quickly, achieve low response rates, and rely on online response (Phase
3.2, 2021). Non-Sampling errors for the Household Pulse Survey may include:
•

•

•

•

9

Measurement error: The respondent provides incorrect information, or an
unclear survey question is misunderstood by the respondent. The Household
Pulse Survey schedule offered only limited time for testing questions (Phase
3.2, 2021).
Coverage error: Individuals who otherwise would have been included in the
survey frame were missed. The Household Pulse Survey only recruited
households for which an email address or cell phone number could be
identified (Phase 3.2, 2021).
Nonresponse error: Responses are not collected from all sample members, or
the respondent is unwilling to provide information. The response rate for the
Household Pulse Survey was lower than most federally sponsored surveys
(Phase 3.2,2021).
Processing error: Forms may be lost, data may be incorrectly keyed, coded, or
recorded. The real-time dissemination of the Household Pulse Survey
provided limited time to identify and fix processing errors (Phase 3.2,2021).

Conclusion

This research illustrated that, like traditional modes of health services delivery,
telehealth utilization could be primarily influenced by socioeconomic determinants of
care. The usefulness of such data is that they are publicly available and can be
integrated with other sources of information collected independently of each other.
This study adds to the general body of knowledge on disparities of care participation.
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By focusing on patients’ demographic, geopolitical, and social circumstances that are
either barriers to care or simply patient preferences, healthcare providers and policy
makers can be better informed about how best to provide patient education and outreach
advocacy.
Acknowledgments. We would like to thank Jacquelyn Cheun-Jensen, PhD., DTR, and
Carl Noe, MD, for serving as our Capstone Advisors.
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